CUCTEMA BE3OINACHOCTMHU m

nas NPO®ECCMOHAJIOB GRAPLOTI






KOMIMAHUA NHT3KO

NMPON3BOACTBO MOHTAX

14 11 ThICAY 118 ) 30 30AHUI
NET N3 0ENNN KOMMAHWU B POCCUM

Ha pbIHKE CO34aHuUA M3roTOBJIEHO 3a [,0BEPUIN HAM CBOIO OCHaLLLeHbl 060pya0BaHNEM
TexHunuecknx Cpeacrts nocnegHue 2 roga 6e30nacHOCTb CO6GCTBEHHOrO NPOU3BOACTBA
3awmThbl

1000 3 6 NHEW 78 ThiCSAY 21 rOPOJOB
M2 Brony M2 POCCUM
NPOU3BOACTBEHHbIX, OCYLLLECTBJ/ISIEM Pa3paboTKy OCHAaLLEHO cucTeMamMm rae oKasbiBaeM

O0PUCHBIX U CKNAACKUX N TEXHUYECKYIO NMOAAEPIKKY 6e30nacHoOCTH TEXHUYECKYIO
NOMELLLEHU o6opyaoBaHus Nnoaaep>KKy




Mbl UMEEM

CoOCTBEHHYIO JIMHMIO MOBEPXHOCTHOIO MOHTAaXKa;
KBannduumpoBaHHbIN UHXXEHEPHbIN COCTaB;
C 2004 roga Mbl NpOU3BOANM 3/1IEKTPOHHOE 0O60PYA0BaHUE;

L 2 2N 2 4

LleHTp pa3paboTKu nporpaMMHOro obecneyeHms u nponsBoacTea B Mockse.




Mbl ABJIAEMCHA

[MPON3BOOUNTEJIEM PASPABOTHNKOM
OBOPYANOBAHUA, [MPOIrPAMMHOIO OBECITEHEHIA,
[MO2TOMY: N 3TO NO3BOJIAET:

> KOHTpOIIMpyeM BECb UMUK NMPOnN3BOACTBA, npOBeCTM UHTErpauno ¢ BallMm CUCTEMaMU;

> [lpoun3BOAUM KOHTPOJ1b Ka4eCcTBa NMpoayKLUK; CdhopmMupoBaTb HY>KHbIM BaM TUIM OTHETOB;
* MoyKeM HaHeCTU GUPMEHHbIN JIOFOTUM Ha YnpaBnaTb BalMM 0060pya0BaHMNEM;
obopyaoBaHue; BecTun yueT goctyna K BalueMy ob60pyaoBaHUIO.
» [oTOBbI MPeaNoXKMTb BaM BbIOOP LIBETA

obopyaoBaHus.

OO6pasubl cyMuTbIBaTENEN A1 KOMMAHUM:

GRAPOT GRAPOT GRAPOT GRAPOT

bunanH MeTponoaunTteH PocHedTb lasnpom




OCOBEHHOCTU CUCTEMBbI

» [lpegHa3HavyeHa gns ynpaBaeHus TeppuTopmasibHO-pacnpeaenEHHON CMCTEMOWN.
» CuctemMa nocTtpoeHa no npuHumny ®eaepasbHbit oKpyr — PermoH - O6bekxT.

> HTepdenc cuctemMbl CNPOEKTUPOBAH C YYETOM CrieUMPUKMU U SPrOHOMUKN
COTPYAHUKOB CNY>KObl 6€30MacHOCTH

» [lpepocTaBsseT BO3SMOXHOCTb eAuHOro Bxoaa B cucteMy (SSO Single Sign One):
— C noMoLLblo KopriopaTmusHoro cepsepa (AD Active Directory);

— ¢ noMoLlbto akkayHTa Google, Facebook u gpyrmx coumanbHbIxX ceTeMn.

>  Mbl ncnonb3yeM KapTtbl goctyna dopmaTta Mifare Desfire EV 1, koTopble
HEBO3MOXXHO CKOMMUPOBAaTb.

»  OxpaHa, 4oCTyn, BuaeoHabogeHne, noXxapHas CUrHaan3aums MHTErpPUPOBaHbI
N NpeacTaBASOT COO0M e AUHBIN MEXAHU3M.




YnpaBaeHne n KOHTPOJ1b 33 CUCTEMOM OCYLLLECTB/ISIETCSA HA YPOBHE NOMELLLEHUW.
be3 cBsA3M ¢ cepBepoM Becb GYHKLIMOHAT CUCTEMbI COXPaHSIETCS.
[Mepepava nHpopMaumm Yepes JNOKaIbHYHO CETb U MHTEPEHET 3aLUmLLLEHA LULMPPOBAHNEM.

CucTeMa MOXKeT YynpaB/IsiTb CTOPOHHMM 060pyJOBaHUEM KapTOM A0CTYNa
(BK1HOYATL/OTKHOYATD).

Bo3MO)XHO NoCTpoeHne OTYETOB:

- OT4eT 0 HaXOXKAEHUU COTPYAHMKA Ha pabovyeM MecCTe;

- OT4eT 0 HaXOXKAEHUU COTPYAHMKA, FTOCTS B MOMELLEHUSAX;
- OT4eT 0 AENCTBUSAX NOJIb30BaTENEN;

— OT4eT 0CcOCTOSAHUM 0OOPYAOBaHUS.




POJIEBAA MOAEJIb CUCTEMDI

»  YnpaBsieHMe JOCTYrNOM B NPOrpaMMHOM 0becrnevyeHnn OCYLLLECTB/ISETCS MO POISM.
> B cuCTeMy yrKe 3aJ10XKEeHbI POSIN AN TEPPUTOPUAIbHO-Pa3aeNEHHON CUCTEMBI.
»  KaxXa0oMy Mo/1b30BaTe/1H0 MOXKHO Ha3HAa4YUTb HECKOJIbKO POJIEN.

»  [1py Ha3Ha4YeHUM POJIN YKa3bIBaeTCA €€ TeppuUTopmaibHas NPUHALIEIKHOCTb.
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YINPABJIEHUE NJIAHAMW

NHTepdenc cncteMbl MUHTYUTUBHO NOHSTEH,
YTO MO3BOASET ObICTPO 0OYYUTbL NEPCOHAN
3P PEKTUBHO UCMO/Ib30BATb CUCTEMY.

OBEPb

Cronka
CekTop: 101
Homep: 3

KoHTponnep: 1
CocTtosHue: B3nowm, Yaep>kaHue, OTKpbITa




TpeBOXXHOE COCTOSHME NOMELLLEHUS.
Ha nnaHe nomMelleHnsa coTpyaHUK OXpPaHbl
Ccpa3y BUAMUT, KaKou AaT4MK cpaboTan

MOo)XHO NPOCMOTpPETL AeTasibHoe
COCTOSIHME 3/IEMEHTA MJ1aHa

AOATHUK UK

Moské6_5k.2_1_SE_3
CekTop: 101
Homep: 2
LLnend: 3

KoHTponnep: 1
CocTtosHue: TpeBora, Mo oxpaHom

MHTYMTMBHO MOHATHOE
yrnpaBJjieHne O60py,£|,OBaHl/IeM

%

BcnbiBatoLee oKHO TpeBoOr

Cobbitne: Basiom

Bpemsi: 05-12-2018 01:57:10
Npervtudumkarop: 37301

O61beKT: LieHTpanbHbI deaepanbHbI OKpYyr
Topop, Mockea r. MockBa, 6-1 PagyanbHas, SK2
MnaH: CreHp, Svarog

CekTop: Cknag, 3UMN

MepeiTH K NNaHy
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YTPABJIEHVE BXOOHbBIMWU I'PYTINTAMA

> OTObBpaXKaeTcs KOJIMYECTBO M COCTaB NMepcoHasia Ha o6beKTe.

> OTOobparkaeTcs HanpaBJIEHUE ABMXKEHUS COTPYAHUKOB: BXO4,/BbIXO/.

»  Ha ¢oTo coTpyagHumka snagHo O.N.0., TMn coTpyaHmnKa, HoMep Npornycka.
> J1erko oT/IMYnUTb MOCeTUTENIEN OT COTPYAHUKOB.

»  COTpYOHUKM, HE UMEIoLLME [OCTYMa, OTOBPAXKAtTCA KPAaCHbIM LIBETOM.

¥ WHTepdelic No3BoASeT YNPaBasTb ABEPbMU: OTKPbITb, pa3b/10KMpPOBaTh,
3a6/10KMPOBaTh, NEPEBECTU B HOPMAaJIbHbIN PEXKUM pPabOoThI.




BXO[,

BbIXOL,

BXO[,
Moské-_5k.2_1_[g_1
07-11-2018 11:45:07

Homep kapTbi: 00050779
Jlo6opa T.WN.

101
Moské-_5k.2_1_[g_2
07-11-2018 11:44:58

JAHHEIN CHUTLIBATENL HE
HA3HAYEH KAPTE

BXO[,
Moské-_5k.2_1_[lg_1
07-11-2018 11:43:43

Homep kapTbi: 00000065
Monskos.a E.P.

BXO[,
Moské-_5k.2_1_[ig_1
07-11-2018 11:40:18

Homep kapTbi: 00050856
Crynayenko J1.M.

BXO.4,
Moské-_5k.2_1_Og_1
07-11-2018 11:45:05

Homep kapTbi: 00054345
Cepéruna O.IN.

BXOn4
Moské6-_5k.2_1_[p_1
07-11-2018 11:44:14

Homep kapTbi: 00050837

BXOn4,
Moské6-_5k.2_1_[g_1
07-11-2018 11:40:52

3 3 |

Homep kapTbi: 00000078
Muxaiinosa C.B.

BXOn4
Moské6-_5k.2_1_[B_2
07-11-2018 11:39:27

Homep kapTbi: 00051745
Bparuna 1O.C.

Mosk6-_5k.2_1_[1B_4
103
Oduc N21

Moské-_5k.2_1_g_1
BXO[,

Oduc N21

Crolika

101

Odwmc N21

Moské-_5k.2_1_[_2
101
Oduc N1

Yenosek Ha o6bekTe
Bcero:
CoTpyZHMKOB:
BHeLIHWX COTPYAHMKOB:
MoceTtuTtenei:
[MoceTuTenen c CONpPoBOXKAAOLLMM:
ABTOMOGUNEN:

11




12

CTPYKTYPHAA CXEMA CUCTEMbI

[Mopnep>KMBaeT TeEPPUTOPUASIBHYIO pacnpeaeEHHOCTb
06beKTOB ¢ Knaccupukaumen nx no PegepanbHbiM
OKpyram mn PernoHam

L Ob61beKT 5
LleHTp 06paboTku O6vekT 1
DaHHbIX
O
O61beKT 2 T

O61beKkT 3

CepBep cuctemsl pacrnonoxxeH B LIO/1 3aka3vmka
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Pabouas cTtaHuuS Pabouyas cTtaHuuS
COTpYAHMKa BrOpo COTPYAHWUKA OXPaHbl
NPOMNyCKOB

U een EE[C

SV 777
KoHTponnep
Ao 16 nnat

pacwumpeHus
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CXEMA NMOAKJ/TIOYEHWNA YCTPOUCTB
K KOHTPOJUJIEPY

»  [lynbT ynpaBaeHus N03BOIIET KOHTPOJIIMPOBAThL NOMELLEHUS 0ObEKTa U OTOBpaXKaTb MUX
COCTOSIHUE.

> [laHenb MHOUKaALUUN MOXKET OTOOpaXKaTb COCTOSAHUE OXPaHHbIX LWIENPOB N COCTOSIHUE
ob60pyanoBaHuA (BK/IHOYEHO/BbIK/TOYEHO).

> CynTblBaTENIN CUCTEMDI MOTYT AaBaTb KOMaHAY Ha NMOCTAaHOBKY U CHATUE C OXPaHbl, a TaK>XXe
BKJTFO4AaTb NJIN OTKJ/TFO4aTb o6opy,£|,OBaHme B 3aBUCMMOCTM OT NOJIHOMO4YUI COTPYAHUNKOB.

»  KoHTponnep SV 777 pa3melnaeTcs B cepBepHOM LKady. MOXXHO MMETb pa3Hoe
HanoJIHEHWE N1aTaMu ynpaB/IEHMNS B 3aBUCMMOCTU OT TpeboBaHMM 0b6beKTA.
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Sv777
KoHTponnep
Mo 16 nnat
pacLumMpeHus
SV 004
e, w030
NoAK/0YeHUs
8 nsmeputenen
8 pene CupeHa JaTtuunk Adatumnk Jdatumuk
MarHUTOKOHTaKTHbIM  pasbuTus ctekna OBWXKeHUs
SV 005
NoAK/OYEHUs
2 cuuTbiBaTeENEN
OBeepb CyuTtbiBaTeNDb CunTbiBaTENb
SV485 - T
Mnata pns T
NoAK/04YEeHUs coE-
4x485 nopTa
Do 32 ycTpoiicTe SV 20G SV DPO
MynbT ynpaeneHus MaHenb MHAMKaLUKU
CUrHanusauumen Ha 64 oxpaHHbIX 30HbI

1 WT. Ha KOHTpoOIEP

00 4 WT. Ha KOHTpoJI/Iep

CyuuTbiBaTEIb
0151 MOCTaHOBKU U
CHATUSA OXpPaHbl
noMeLL,eHnim

CyuuTbiBaTEIb

wkKada

CuuTbiBaTE/Ib C NNY30M

0151 CEpBEPHOro  AJ18 BK/IIOYEHUS

M BbIKJIIOYEHUS
ob6opynoBaHus
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SV 10P

CumnTbiBaTENb CTAHAAPTA
Mifare Desfire EV1.
NHamnKaumsa coctosaHus m
MHAMKAUMS AOCTyna: AOCTYM
npeaocTaB/eH, HET AOCTYnMa,
3BYKOBOM 3ymMep. Bo3MoXkHO
NOAK/IFIO4YEHME KHOMKM 3anpoca
BbIXO/a, FEPKOHA, pesie 3aMKa.
Kopnyc nnactuk/crekno.
[TocTaHOBKa NOMeLLEeHUS Noj,
OXpaHy.

CunTbiBaTE/Ib CTAHAAPTA
Mifare Desfire EV1.
NHamnKaumsa coctosaHuns m
MHOMKaLUMA A0CTYyna: AOCTYM
npeaocTaB/ieH, HET AOCTYnNa,
3BYKOBOM 3ymmep. Bo3MoXkHO
NOAKJ/THOYEHME KHOMKM
3anpoca BbIXxoJa, FrepKoHa,
pene 3aMkKa. Kopnyc naacTtuk.
[MocTaHOBKa NOMeLLLEeHUs Noj,
OXpaHy.

3aMOK A1 CEpBEPHOro
WwKada co BCTPOEHHbIM
cuntbiBaTenem Mifare
Desfire EV1.

NHankaums coctosaHus
OTKPbIT/3aKpbIT/B3/10MaH,
[OCTYyn NpeaocTaB/ieH, HET
nocTtyna. BoaMoOXHOCTb
OTKPbITUSA MPU OTCYTCTBUM
NMUTaHUS.

SV HANDLE

CyuTbIBaTENb C STY30M
(KapMaLLKoM) co
BCTPOEHHbIM CYUTbIBATESIEM
Mifare Desfire EV1. UmeeT
MHAWKALUUIO A0CTYynN
OTKPbIT/3aKpbIT.

NO3BOASET YNPaBAsATb
BHELLUHUM 060pyA0BaHUEM.

SV POCKET



SV DPO

[MaHenb HANKauum ans
oTobpaXkeHus cocTosaHusa 64
OXPaHHbIX 30H: MO, OXPaHOM,
CHSITO C OXpaHbl, TpeBora.
Ncnonb3yeTcs Takxke ans
OTOOpaXKEHUS COCTOSAHUSA
yrnpaB/isieMoro obopyaoBaHus
(BK1HOYEHO/BbIK/IFOYEHO).

[TynbT ynpaBseHUs oXpaHHbIMMU
LnendamMm Co BCTPOEHHbIM
cuntbiBaTenam Mifare Desfire
EV1, nnamnkaunen Tpesoru.

[MynbT ynpaBsieHUs OXpaHHbIMU
LnendamMm Co BCTPOEHHbIM
cunTbiBaTenam Mifare Desfire
EV1, nnankaunen Tpesoru,
CEeHCcopHas KnaBuaTypa.

SV 20P




[lnaTa ueHTpaabHOro [MnaTta gna nogkntoveHms
§ m— npoLeccopa 8 nusmepuTtenen

SV B02

Kop3uHa ana yctaHoBKM 3 nar.

[MnaTa ANs NoaKAOYEHUS [MnaTta ans noAKAYEHUS
4x485 nopTta 2 cYUTbIBaTENEN

Ty oy
SV B0O3 Ty
SV 485
[MnaTa nuTaHusa KoHTponnep ana noakaro4YeHUs
KOP3UHbI 2 npepen

,/‘T, 1

e~
-

”L

Kop3uHa ana yctaHoBkM 21 nnathl.
Pasmep 19”












115404, Poccusa, Mocksa,
6-a PagunanbHas yn., a. 5, kopn. 2
Ten.: +7 (499) 995-08-30.

info@svarogweb.ru
http:/www.svarogweb.ru



